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General Policy Statement:
It is the policy of The (Credit Union) that allwill consider all bomb threats are to will be considered valid and taken seriously until proven otherwise. Safety of the public and of Credit Union employees, buildings, and facilities will take precedence over normal activities. The purpose of this policy procedure is to establish the guidelines that will be used in the event that a bomb threat is directed toward any Credit Union employee, building, or facility.
Guidelines:
1. THREATS RECEIVED IN WRITING. When a bomb threat is received in writing, staff should NOT handle the document more than is necessary before contacting management. Management will contact the authorities immediately. Where possible, the item should be placed into a plastic bag to preserve any physical evidence. The Credit Union should note the date, time, and location the document was found, any situations or conditions surrounding the discovery/delivery, and the full names of anyone who saw the threat.
 
1. THREATS RECEIVED BY TELEPHONE. When a bomb threat is received by telephone, staff should keep the caller on the line as long as possible, and write down every piece of information obtained from the caller, using his/hertheir exact words. Staff should try to be polite and show interest to keep the caller talking. The Credit Union will not hang up, even if the caller does. If possible, the Credit Union will record the call. Management must be contacted immediately to report the call to the authorities.
 
1. THREATS RECEIVED VIA EMAIL. When a bomb threat is received over email, staff should leave the message open on the computer. If possible, staff should print, photograph, or copy the message and the subject line, noting the date and time. Management must be contacted immediately to report the incident to the authorities.
 
1. VERBAL THREATS. When a bomb threat is received in person, the staff member should note which direction the perpetrator went when they left the building. Staff should also write down the threat exactly as it was communicated, in addition to a physical description of the perpetrator. Management must be contacted immediately to report the incident to the authorities.
 
1. SUSPICIOUS OBJECT FOUND. If a suspicious package or object is found that could be a bomb, management must be contacted immediately, as well as the police. NO attempt should be made to move or tamper with the object in any way. The area surrounding the suspicious package will be evacuated.
 
1. SEARCH OF PREMISES. A search of the premises will be overseen by the police departmentlaw enforcement with the assistance of management, or anyone else that management assigns to this duty (i.e., those that are familiar with a given area that is searched). Preliminary searches are to be conducted without undue disturbance of normal routines or activities in each given area. Until such time as the police law enforcement deems it necessary to evacuate a specific area or the entire premises, staff must refrain from alerting members regarding the situation.
 
1. EVACUATION. In the event the policelaw enforcement deems it necessary to evacuate the premises, Credit Union staff will complete any transaction already in progress and inform all other members that the office is temporarily closed for further business. Credit Union staff will then lock the doors and follow the Credit Union’s evacuation procedures in an orderly fashion.
 
1. FALSE ALARMS. Initiating a false bomb threat is a federal crime and will not be tolerated. Staff initiating a false bomb threat will be subject to the Credit Union’s disciplinary policy, up to an and including termination.
 
1. BOMB THREAT CHECKLIST. The Credit Union will utilize the Department of Homeland Security's Bomb Threat Checklist, or something similar, to assist staff and management.
